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Foreword
This report is the third in a series that began in 2020 with Open banking: A vision from the Arab world and
continued in 2021 with Open finance: A framework for the Arab region. This year, our focus turns to embedded
finance and how open banking and open finance are fueling its growth.
Today’s embedded finance is no longer the exclusive preserve of traditional banks and established partners,
such as major retailers and car dealerships. The use of application programming interfaces (APIs) for sharing
customer-permissioned data and banking capabilities makes embedded finance an efficient and convenient
option for providers and recipients of all sizes. It already represents billions of dollars worldwide, and the
Middle East & North Africa (MENA) is no exception.
We begin the report by providing some terminological clarity to the blurry distinction between embedded
finance and Banking as a Service (BaaS). That is a distinction that becomes blurrier still when open banking
and open finance are added to the mix. Other terms for specific approaches to BaaS, such as modular
banking and Banking as a Platform (BaaP), introduce further complexity.
A clearer understanding of embedded finance in all its guises makes it easier to avail of the opportunities it
brings. Those opportunities encompass better financial products and services delivered seamlessly across
multiple industries. They bring with them enhanced satisfaction for customers along with increased revenue
and reach for distributors at every level.
Effective and coordinated regulation can help further define the space. Regardless of differences between
individual jurisdictions in MENA, there is an emerging consensus around a need for standardised open
banking APIs and robust data protection laws. Proper governance can ensure unified and often automated
approaches to know-your-customer (KYC) and anti–money laundering (AML) monitoring and compliance,
digital identity and data consent management, ESG certification, and technological deployment.
Almost half of the eighteen central banks and monetary authorities surveyed for our earlier open banking
report rated financial inclusion as their top priority for open banking in MENA. Sustainable economic growth
of that nature demands an ecosystem that provides scalable innovation by enabling financial service
providers to reach entire populations and pass savings onto them.
Embedded finance is now making that growth a reality in MENA by allowing almost any brand—big or small—
that adopts APIs to become a fintech company.
This report is a product of the Open Finance Working Group of the MENA FinTech Association. It has
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1. Introduction
Definition of embedded finance
The term embedded finance often occurs in the same context as banking as a service (BaaS).
The distinction is largely practical: embedded finance is what results from using BaaS to insert
banking capabilities into customer experience.
But throw the phrase open banking into the mix and it becomes harder to gloss over
distinctions between the three terms.
Disentangling them can be a billion-dollar proposition.1
At a conservative estimate, total BaaS revenue is set to rise from US$1.7 billion in 2021 to over
US$17.3 billion in 2026.2 This projection does not include non-traditional banking services like
point-of-sale lending, or payment initiation services facilitated by open banking. Factor in the
breadth of financial services beyond core banking, such as investments and insurance, and
that projection of double-digit billions comfortably moves into triple digits.
Embedding finance via BaaS
Even though the terminology is new, embedded finance is not a new idea.
White-label partnerships between traditional banks and established retailers, car dealerships
or airline brands go back more than a decade, but they were uncommon and expensive to
deploy. Application programming interfaces (APIs) changed that by allowing banks to easily
share data with external parties. That led to the use of BaaS to provide financial services as
part of integrated customer experiences.
The providers of embedded finance via BaaS may be banks, or they may be FinTech
companies acting as distributors of services provided by banks in the backend:
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Figure 1: Embedded finance
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Figure 2: The market for embedded finance
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BaaS and open banking
A neat definition of open banking is ‘permissioned access to account data and services via
APIs’. That compares with BaaS as access to banking capabilities via APIs. But the reality
is more complex than any short definition, and a deeper understanding is critical to the
competitive provision of embedded finance.
In many regions open banking services include payments. In the EU, where open banking
first attained some regulatory clout through the revised payment services directive (PSD2),
innovation in payments is a central goal. That makes sense: three times as many consumers
worldwide picked making a payment as a beneficial use case of open banking over receiving
personalised financial insights, according to a recent Mastercard survey.3 In BaaS, however,
open banking and payments are both components of a wider software stack.
Banking-as-a-Service stack

Front end CX / UI
Programme Management
Core banking
Payments
Capital related services
Compliance & risk
Banking license

Figure 3: The BaaS stack

In markets where open banking is regulated, the term premium API refers to APIs that give
access to data beyond mandated minimums. Outside of certain discrete uses, though, data
sharing is usually tied to other banking capabilities to create an effective value proposition.
So, while some distinction between BaaS and open banking can be made in theory, it’s
often somewhat meaningless in practice. Technically, BaaS is a subset of open banking, but
almost all the activity in open banking is a function of BaaS because what people want is
overall solutions, not just shared data.
Open Banking
BaaS

Front end CX / UI

BaaS stack

Programme Management
Core banking
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Figure 4: BaaS within open banking

In terms of the overall solutions, all those open banking services would not have been
possible without tools like Account Information Service Provider (AISP) and Payment
Initiation Service Provider (PISP). They enable the secure flow of data and payments in the
open banking sphere.
Account Information Services Provider enables users to have access to a single source
of aggregated information. In this way, there will be a single hub where users can view
information of various accounts. In some use cases, users could under consent share that
information with another person such as financial advisor.
3

 astercard New Payments Index, research conducted by Mastercard Global Foresights, Insights & Analytics
M
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Europe, 11,522; Eastern Europe, Middle East & Africa, 8,509; Asia Pacific 7,004).
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provider

Payment Initiation Services Provider builds the connections between the online merchant
and online banking platform.
As a very common use case, many users can now initiate
BaaP Partners
payment in different e-commerce sites as it is available as a payment option.
Overall AISP and PISP are the enablers of the solutions of open banking from the
technological perspective. On the regulatory perspective, they are the key areas for
consideration for the open banking regulatory frameworks and licensing, which will be
covered in the upcoming sections.
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Figure 5: Payment initiation services provider flow

Although it is important to understand embedded finance as the practical application
of BaaS and open banking, what happens is rarely as simple as in figure 1. Real-world
embedded finance comes with terminological distinctions of its own.
In particular, aggregated approaches to embedded finance include modular banking and
banking as a platform.
Modular marketplaces
Embedded finance offers benefits to businesses right across sectors and segments. But
firms will only want to access the elements of the BaaS stack (see figure 3) that apply to
their needs. That approach is self-evident, and the strength of APIs is that they make it easy
to add other modules as needs change.
A more dynamic model involves brands opting to source modules from different providers—
FinTech
Customer
whether directlyBank
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a concept known as
Company
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Figure 6: Modular banking
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Figure 7: A hosted BaaS marketplace

Platform-based ecosystems
An alternative approach to the mixing and matching of banking products is the creation of
hosted ecosystems via Banking as a Platform (BaaP). A moreBaaP
precise term would be bank
platform as a service to distinguish it from the provision of BaaS on platforms in modular
marketplaces.
What makes BaaP different is that providers open up
modules on shared platforms where
BaaP
provider
FinTech and other API-first partners can collaborate
and co-innovate. In that sense, the
platform can be treated as another module in the BaaS stack.
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Yet, the treatment of BaaP as a simple module gloss over what makes it valuable. BaaP
hosts multiple banking modules found elsewhere in the BaaS stack along with other financial
BaaS
on At a cursory level, the relationship
products created and shared by partners on
theproviders
platform.
the marketplace
between providers almost represents an inversion of that in a modular banking marketplace.
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Figure 9: Banking as a Platform

But a BaaP provider hosts a collaborative ecosystem and benefits from the co-creation of
new products and services that it can white label or take to market itself. The host of a BaaS
marketplace, in contrast, benefits from referral fees and increased brand trust and loyalty.
Card flow
Future flow
with API

When BaaP is used to enhance existing products and generate new ones, before
offering them on a modular BaaS marketplace, the embedded finance results are
particularly powerful.
Customer

Customer

Merchant

API

AISP

API

API

PISP

API
Issuer Bank

Acquirer Bank/
Processor

Customer’s
Bank A

CARD NETWORK

5

Customer’s
Bank B

Customer’s
Bank C

2. Key Opportunities and Risks
The swift growth of embedded finance has created a wide range of opportunities. A variety
of players – including traditional financial institutions (FIs), non-financial firms, entrepreneurs,
FinTechs, and investors – have been entering the market to maximise benefits.
For traditional FIs, embedded finance, including Baas applications, has offered the
opportunity to boost infrastructure efficiency and economies of scale. As technology is now
a commodity, banks can only differentiate by getting more out of their tech stack. BaaS
helped them diversify their revenue streams by offering plug-and-play technology to others in
the market while accessing a larger client pool. Research indicates that a bank that provides
a BaaS solutions has 2 to 3 times higher profitability than banks that do not.4
Embedded finance also means that banks can both add new products and tailor them to
the customers’ needs and expectations, which makes for a much richer value proposition.
Financial services institutions offering embedded finance are estimated to have the potential
to grow their revenues per customer between two and five times.5 Studies revealed that, in
the US, the additional revenue embedded finance could generate for FIs by 2025 is of the
order of U$230 billion, or a growth of 922% in comparison with 2020.6
One of the biggest factors in this is that BaaS cuts time-to-market for new products. ADL
experts interviewed said that a bank using a BaaS model could launch a new banking
product 10 times faster than a traditional bank. That is particularly powerful when it comes
to untapping new customer segments – e.g., offering services to the unbanked, and
improving provision for SMEs. BaaS makes it easy to build prototypes, test demand, and to
design and integrate a new service within a bank’s traditional ecosystem and frameworks.
Banks are not the only beneficiaries of embedded finance. Non-financial institutions can
now rapidly integrate innovative financial services and products into their offer. Retailers and
telcos already see the benefits of that diversification, of increased customer stickiness and
of the opportunity to cross-sell their traditional products to a new base. According to analysis
by Simon Torrance, an ADL senior advisor and specialist in business model transformation,
as well as the results of a set of industry interviews, non-financial companies that adopted
an embedded finance model saw a 20% increase in order value as well as a 50% higher
conversion rate. That suggests that embedded finance has the potential to power nonbanking brands into financial services.
Embedded finance is not just about merging financial and non-financial services in one
customer activity. The boom in embedded finance has also created a unique opportunity
to capture additional customer data and monetise it. Clearly, customers want full control
over, and traceability of, their data, and regulators are backing that with ever-stricter rules.
Nonetheless, companies will have the opportunity to access higher volumes of data –
particularly if their customers trust them. Trust is crucial if the company wants to influence
any 3rd party partner in a BaaS model.

 oA and RoE of banks providing BaaS, three year average (2017-2019) compared to non-BaaS banking
R
providers, AndreessenHorowitz, no date
5
Andreessen Horowitz estimate, no date
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A seamless customer experience
Customers will only appreciate an embedded finance offer if their experience is seamless.
So, while both financial and non-financial institutions now have the opportunity to expand
their area of focus and develop an ecosystem where they could take on different roles –
from orchestrator to contributor – the customer experience will have to be fully integrated.
How to get to that fully integrated experience? Given the pace of the change and the rapid
evolution of the customer expectations, both financial and non-financial institutions are
being pushed to embed financial services offerings. This is done either by building internal
capabilities or by collaborating with FinTech companies and other ecosystem players.
However, while the transformation is underway, business continuity has to be safeguarded.
That can be a challenge, mainly because of bottlenecks in technology know-how and
staff capacity. How that plays out varies between sectors. Banks and traditional players
often have legacy IT infrastructures that make adopting new technologies a slow process.
However, embedded finance and the concepts that underpin it – BaaS, Open APIs, data
analytics, etc. – are fueled by disruptive technologies. So, successfully integrating embedded
finance is highly dependent on the technological readiness of the firm involved. If their
technology is not well aligned with the demands of the integration, they risk missing out on
the business opportunity.
Grasping the opportunity will also require getting data management and protection
processes right. This is, clearly, allied to the technology risk. While access to higher
volumes of data offers the chance of far greater customer insight – and so the ability
to tailor offerings and thus increase revenue – it also brings challenges. Firms offering
embedded finance will be obliged to have not only muscular data analysis systems but, more
importantly, first-rate data protection and privacy.
As things stand, not all embedded finance platforms are up to the mark when it comes to
protecting data against misuse and fraud. And that makes an attractive target for criminals.
According to a 2021 study by digital technology market research specialist, Juniper
Research, online payment fraud is expected to reach a total of US$206 billion by 2025.7
Regulators are already concerned about the threat. They have been very active in this
space and have issued multiple data protection laws and information security rules. For
the industry, that means compliance risk is meaningful and needs to be addressed. Full
alignment with the necessary regulations could not only be costly for organisations but could
also harm their time-to-market and their capacity to be nimble in the face of market shifts.
Compliance is not just a cost, however. It also offers consumers security. That could help
boost trust and overcome one of the other major risks in the introduction of embedded
finance: consumers will reject the disruption that embedded finance promises to bring. They
may fear disclosing financial data to non-financial firms and may struggle to understand
where they sit in the new ecosystem. Companies will need to change mindsets, build new
capabilities and manage the end-to-end customer experience to get people on board. And
disruption is not just something that the end user will have to be coaxed past. Resistance to
new ideas and services can also be internal.
So, while embedded finance offers opportunities for both financial and non-financial
institutions to diversify their business, enhance customer satisfaction and generate
more revenues, it is not without risk. Functional challenges, increased data protection
requirements and having sufficient capacity to adapt are the key ones. The successful
application and adoption of embedded finance are dependent on the quality of the
implementation and on organisations securing the necessary technical and functional
capabilities across the design, build and operational phases of embedded finance.
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3. Regulatory Intervention
The rise of open banking
In the last few years, regulators in the MENA region have set several milestones in the
development of an open banking ecosystem. For instance, the Central Bank of Bahrain
(CBB) launched its open banking framework in October 2020,8 Saudi Central Bank (SAMA)
issued its framework in November 2022,9 and in the UAE the Dubai Financial Services
Authority (DFSA) has granted the first open banking related license within the Dubai
International Financial Centre (DIFC).10
But what is the role of regulators within open banking? In particular, we will take a look
at what the regulators in MENA have recently accomplished. The aim is to outline the
similarities and differences between the key financial regulators in the MENA region when it
comes to the:
1) Availability of open banking licenses
2) Implementation of open banking frameworks
3) Clarity and requirements of API standards
4) Development and maturity of data protection laws and regulations
Regulators have responsibility for creating an environment that is both conducive to a
disruptive innovation ecosystem and to consumer safety. But industry also plays a vital role.
Some regulators in the Middle East have responded to national strategies that place the
digital economy at the core of economic development plans (UAE, Saudi Arabia, Bahrain,
Qatar).11 In this context, regulators have to consider a number of factors. These include:
1. Deciding what open banking activities require guidelines, standards, regulations, or
directives in relation to customer data ownership and the sharing of data between
financial institutions and third parties. Questions that arise here are:
a. Which licenses should be available to conduct open banking activities?
b. Which financial institutions must open APIs to licensed parties?
c. Which APIs and data points must be shared upon customer consent?
d. What banking / financial products should be prioritised?
2. How should open banking open frameworks be implemented? For example:
a. What common infrastructure (e.g., consent management, identity
verification, certification authority) is required to ensure efficient and secure
implementation and operation?
b. How should API-related costs for common infrastructure be distributed?
3. What industry standards are required for APIs and common agreements?
4. What data protection laws and regulations are required?

8
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Figure 10: Status of open banking initiatives across MENA

Availability of open banking related licenses:
Licences are central to legitimising open banking services and to ensuring collaboration
among innovation platforms and traditional financial players.12 In 2019, Bahrain was the first
MENA country to introduce licenses for Account Information Service Providers (AISP) and
Payment Initiation Service Providers (PISP).
One of the leading players to emerge from Bahrain’s forward-looking open banking
framework and regulatory sandbox is Tarabut Gateway13, which earlier this year was
extended an AISP / PISP license by the DFSA. This was the first ever license issued by the
DIFC to enable account information services (AIS) and payment initiation services (PIS) in
and from the centre. Abu Dhabi Global Market (ADGM) has yet to issue an open banking
license but has developed a licensing framework for Third Party Providers (TPPs), which
attempts to map a way forward for the emerging open banking sectors.14

Regulated
Activity

DFSA Definition

Description

DFSA Licence
Category

Advertising & Arranging on Money Services
Account
Information
Services
Provider (AISP)

Payment
Information
Services
Provider (PISP)

An Account Information Service
enables users to have access to
a single source of aggregated
information so they can view
information from various accounts
in a single place. Users may
also expressly consent to that
information being shared with
another person such as their
financial adviser or a credit
reference agency

An online service that provides to a user consolidated
information on one or more payment accounts held by the
user with a payment service provider or multiple service
providers.

A Payment Initiation Service is a
service that establishes a ‘bridge’
between the website of the
merchant and the online banking
platform of a payer’s payment
account, which allows the user to
initiate the payment. This type of
service would typically be made
available as a payment option on a
merchant’s website

A PISP allows a customer to initiate payments from their
accounts. The customers would still need to use the
authentication mechanism as prescribed by the payment
account providers, such as banks, to effect the transaction.

CAT 4

Use case example:
• Personal Finance apps that provide an overall view of
a customer’s financial position allowing them to set
financial goals, create budgets and get personalised
insights into their spending. Apps can build in personal
finance management features that drive better customer
engagement, retention and acquisition.
CAT 4

Use case example:
•O
 nline purchases and transfers. Someone making an online
transaction can initiate a credit transfer via a PISP as an
alternative account-to-account payment method.

(Source: Guide to DFSA Providing Money Services Activities)
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Meanwhile, in Qatar, Sync. secured a license from the Qatar Financial Centre Authority (QFC)
as an AISP and PISP. The license granted to Sync. is an important step for Qatar’s mission
to become a cashless economy.15 Other important advances in MENA’s open banking
ecosystem have come from the Saudi Central bank (SAMA), which announced the issuance
of its open banking framework in November 2022.
SAMA set up a regulatory sandbox in 2018,16 which defined payment initiation and
account information services as licensable under the sandbox framework. That, in turn,
paved the way for growth of open-banking related companies in Saudi Arabia.17 By
September 2022, seven open banking related companies had been granted permits to
operate in Saudi Arabia through the sandbox approach.18
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Figure 11: Saudi Arabia’s path towards Open Banking

Most of the other countries in the GCC region have yet to issue formal licenses for AISPs
and PISPs. However, as a workaround many countries have encouraged innovation in
regulatory sandboxes like the one launched by SAMA. In 2019, there were just four regulatory
sandboxes in the region. Now, 2022, there are eleven. Some of the countries that have opted
for regulatory sandboxes are Saudi Arabia, Egypt, Oman, and Kuwait. Egypt’s Central Bank’s
and the Central Bank of Oman have both launched a sandbox to permit the live testing of
innovative FinTech solutions in a safe environment.19 Kuwait’s central bank also issued
regulatory guidelines for companies wishing to experiment with new financial technology
products and services.
The increased availability of open banking related licenses in the region, as well as the
growth in regulatory sandboxes, shows that regulators in MENA are supportive of market
needs. However, sandboxes only offer a partial solution that needs to be followed by
bespoke frameworks.

15
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The issue of open banking [part two], Wamda, November 2020
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Open banking frameworks
As things stand, Bahrain and Saudi Arabia are the only countries in the MENA region to have
implemented a full open banking policy and framework. Bahrain combined aspects of the
European Union’s PSD2 regulation, the approach of the UK’s Open Banking Implementation
Entity (OBIE) and of Australia’s open banking rules, all built on top of the globally recognised
ISO 20022 messaging standard. Saudi Arabia’s recent framework also follows international
best practices with a view to enabling banks and fintech companies to launch open banking
products and services in early 2023.20
Other local markets are catching up in terms of expressing the intention to adopt full open
banking policies and regulations. Kuwait, Egypt, and the UAE are all announcing plans on
implementing or exploring forthcoming frameworks.
The development of API guidelines
An efficient, connected, and secure economy powered by data is heavily dependent on the
adoption of application programming interfaces (APIs) that meet recognised standards.
Regulators can work with industry to guide the development of key APIs, set API standards,
and establish uniform key performance indicators that govern API performance.
MENA has already made significant developments in the enforcement of API guidance
and standards. Work started in 2019, when Abu Dhabi Global Market (ADGM) created its
API regulatory guidance and the DIFC FinTech Hive began collaborating with local banks
to introduce an API sandbox programme.
The biggest achievement came, arguably, in June 2021 when the Central Bank of the UAE
(CBUAE), DFSA, The Financial services Regulation Authority of Abu Dhabi (FSRA), and the
Securities and Commodities Authority (SCA) held a four-week consultation. That led to a
joint statement in November 2021 in which they outlined guidelines to support the safe
adoption of enabling technologies by financial institutions.21 The guidelines published
by these regulators are expected to help banks and other financial services manage the
risks linked to the introduction of technology.22 Most importantly the issuance of such
guidelines showed that collaboration between different regulators can lead to great
results in the UAE.
The release of data protection laws and regulations
The transition from open banking to open finance means extending the scope of data
exchange beyond banking to multiple sectors. This will require data protection laws and
privacy principles that can ensure a high degree of trust for consumers, as well as rules and
infrastructure that can support secure financial data sharing. Only then will the ecosystem be
able to capture the value from open financial data.23
The right rules depend on coherent data protection regulations and usually precede, or are
developed in tandem with, open banking regulations. In recent years, there has been a rapid
rise in data protection legislation across the Middle East with the UAE, Saudi Arabia and
Oman recently issuing standalone data protection laws.24 In the case of Saudi Arabia, the
recent comprehensive data protection law was the first of its kind in the country.

20

SAMA issues the open banking framework. Saudi Central Bank (SAMA), November 2, 2022
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UAE regulatory authorities jointly issue “Guidelines for Financial Institutions Adopting Enabling
Technologies”, DFSA, November 2021
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The Personal Data Protection Law (PDPL) adopted by Saudi Arabia aims to protect
individuals’ personal data privacy and regulate the collection, processing, disclosure, or
retention of personal data by organisations. It is planned to go into effect in 2023 along the
country’s open banking framework.25
Bahrain and Kuwait also issued new guidelines addressing aspects of personal data
protection laws. In the context of Bahrain six ministerial resolutions brought the existing
PDPL more into line with international standards such as the European General Data
Protection Law (GDPR).26
Though there have been developments across the region in PDPL, the laws in place in the
UAE and particular in DIFC and ADGM remain the most advanced in MENA. DIFC has paved
the way since July 2020 and has been continuously enhancing its rules to stay in line with
global standards. In July 2022, DIFC issued a new version of its data protection law, which
followed the launch of its money services regulation in April 2020.
DIFC’s updated data protection framework is now the most robust in the region and Dubai
has been named by the UK as one of their first 6 ‘top priority’ jurisdictions.27 That is a
strong endorsement of the DIFC’s legislative, administrative, and executive efforts around
the promotion and enablement of modern innovative businesses with regard to personal
data. As of 2021, the framework was undergoing the UK adequacy assessment. That will
determine whether the DIFC’s 2020 data protection law is substantially equivalent to the UK’s
General Data Protection Regulation (GDPR) and the UK Data Protection Act of 2018 (DPA).
If granted, the adequacy status will put in place a lasting framework for secure, ethical datasharing and remove barriers to the cross-border flow of financial data from the UK to Dubai.28
Financial sector cybersecurity remains a significant regulatory challenge. Most jurisdictions
across MENA have a national cyber security framework in place and sectorial regulations,
guidance and supervisory practices for the financial sector have been issued.
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4. Governance and Tech Standards –
Capabilities
Our online and offline worlds are converging at an unprecedented pace. The world is
witnessing explosive growth in internet use,29 and the number of online transactions is
breaking all records worldwide.30 Financial transactions are going digital while banks are
closing branches in droves.31 People can now walk out of stores having paid for their
purchase without ever knowingly interacting with any point of sale (PoS) terminal.32 It has
been made possible by extending and merging technology with finance and peripheral
services. Embedded finance is becoming a reality in our digital lives.
But this new wave of financial innovation, however exciting and beneficial, also creates room
for new risks and challenges that need to be governed with well-defined policies, processes
and technology.
It is only through the right governance and standards that we can build the strong
foundations of trust that allow innovation to flourish. Without those standards, society and
businesses will not truly accept and adapt to the changes that embedded finance brings.
With them, we can ensure security, reliability, and confidence for consumers, while shielding
them from risk.
Governance that works for all
Financial governance is a catch-all term for how companies and entities engaged in financial
transactions collect, manage, monitor and control financial information. It includes how
institutions track financial transactions, manage performance and control data, compliance,
operations, and disclosures.
There are already quite a few governance frameworks in use today.33 A cursory read of
governance frameworks, such as COBIT or COSO, makes it clear that an effective governance
environment requires that control concepts and capabilities be woven into the fabric of
the system. Layering new control segments onto a pre-existing enterprise system is nigh
on impossible. And, unless control is embedded, it’s not possible to ensure an effective,
comprehensive, documentable, affordable and auditable control environment that can also
be maintained and upgraded over time.
So, where do we go from here?
Broadly, most governance frameworks provide two main inputs:
•

Guidance on the internal controls required to reduce the risks

•

Help in developing, organising and implementing strategies around information
management and governance

If we look at embedded finance use cases with the above frameworks in mind, we see
that they all require strong foundational support from existing financial ecosystems. That
applies whether we look at BaaS, BNPL, invoice financing or embedded payments/lending
or insurance. The right foundation not only provides stability, trust and reliability but also the
flexibility to innovate and drive progression.

Internet user growth worldwide from 2018 to 2023, Statista, between 2018-2023
E-commerce worldwide - statistics & facts, Statista, October 2022
31
Why Are Banks Closing Branches? , Northeast US Magazine, no date
29

30
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33
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We can get to the right foundation through a universal governance framework (UGF).
All the key players in embedded finance – financial institutions, digital platforms and
infrastructure service companies – must work together to build a UGF and support the
community.
While a lot can be learned and cloned from existing frameworks, embedded finance has its
own set of peculiar challenges, which UGF can look to solve for all participants:
Standardised processes for Know Your Client / Anti Money Laundering / Counter Terrorist
Financing and risk management
Different jurisdictions have different regulations, rules and requirements for financial
transactions but there are some commonalities. These include meeting the requirements
of the Financial Action Task Force (FATF), the global watchdog on money laundering and
terrorist financing. We should consider working towards standardising and digitising the
majority of these requirements to make it easier to for embedded finance services to
automate compliance.
Global user / business identity management
With the latest innovations in distributed ledger technology (DLT), such as blockchain
and related new technologies, it is easier to maintain and manage ‘one user/businessone identity’ programmes. User identities and KYC details can be added and distributed
securely using blockchains. Such provisions and support in a governance framework
would be a game changer for the ecosystem.
Standard auditing and reporting templates
Thorough and regular audits are a must to reduce risk and fraud in a financial system.
However, such oversight can be burdensome and slow down the introduction of innovative
technologies. Converting audit processes to uniform templates across the ecosystem
could provide flexibility to embedded finance developers.
Processes and regulations for secure data sharing
Security is one of the most important pillars of any governance framework. Because
of the distributed nature of most embedded finance use cases, it is prudent to create
uniform guidelines on how end-user and business data is shared across the ecosystem.
The framework must consider who owns the data and define the controls for privacy and
consent management.
Focus on ESG
Given the climate crisis, environmental, social and corporate governance (ESG) should
be an integral part of any innovative solution. ESG ranges from carbon emissions, human
rights, and diversity to customer satisfaction, anti-bribery, and whistleblower protections,
and it should apply to all companies and entities. A UGF for ESG can provide uniform
guidelines and certification processes.
Many Arab nations have started new programmes and initiatives to support innovation in
financial services.34,35 These countries are rapidly progressing with the changes needed to
usher their citizens into the new era of financial freedom and inclusion. That innovation has
created an environment in which a comprehensive and inclusive framework can be built –
one that fosters the growing needs of innovation and enables mass adoption of financial
technology.
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Financial Sector Development Programme, Vision 2030 Kingdom of Saudi Arabia, November 2022

35

Open Banking Bahrain, Central Bank of Bahrain, November 2022

14

The role of technology
Payment used to be a separate event in which the buyer handed over cash or went through
a clunky process to authorise a payment. Now, it is increasingly an integral part of customer
experience, done with one click. People using embedded finance do not need to understand
how it works or the complexity involved. It is expected to ‘just work’, which puts a lot of
pressure on underlying systems to ensure an excellent customer experience. Decision
makers and digital innovation supporters face a gargantuan task in getting this right.
Unless a financial institution is working on a greenfield project (starting from scratch), it
will generally struggle to adapt to new technology or change the way it works. MENA is in
the fortunate position of not just building some new systems but being able to create a
FinTech ecosystem from scratch. FinTech investment has doubled in the last year,36 and
UAE government reports suggest that VC funding for FinTech companies in the region will
reach US$2.5 billion by the end of 2022.37 For technological innovation to take place – and
get widespread adoption – that sort of access to capital is essential. The question is how
we can make the most of this unique convergence of funding and opportunity to develop a
whole new FinTech ecosystem.
There are a few things we can do:
1. Speak the same language – or why standardisation is essential
The tried and tested method for ensuring that an inter-system, network, and process
functions properly is to standardise the communication channel. Once all participating
components/entities speak the same language (technical standards and specifications) and
use the same grammar (API), a business works better. Standardisation makes it easier to
identify, define and build the required technological solutions.
Regulators in MENA understand the importance of setting the right rules. For example,
the Kingdom of Saudi Arabia recently implemented the Cyber Security Framework (CSF).38
Such regulatory initiatives lay the foundations of embedded finance. However, open banking
standards only focus on account and payment data. They don’t include credit, lending,
insurance, and other financial products. We believe that technology can already easily
support such cases and that, through collaboration, standards could be easily extended to
harness the true power of embedded finance across financial services.
2. Enhancing and extending digital infrastructure
Embedded finance could be summed up as the technology that allows non-financial players
to include seamless financial services in their customer journeys.
For this to happen, there has to be a transparent process of embedding a financial product
that is tailored to the individual user’s needs and, often, improved by the use of contextual
data. That process depends on having a highly optimised network, computer storage and
transport channels. GCC nations have the highest internet penetration globally (98% of the
population in 2021),39 and most banks there are already digitally ready.
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Figure 12: Significant penetration of digital channels in the UAE and KSA

The next step in the process should be open collaboration between banking and other
institutions, including technical service providers (TSP) and/or other non-financial
institutions. A direct relationship between technical service providers and the banking
system is the first step towards creating banking as a service (BaaS). And BaaS is what
underpins an embedded finance ecosystem.
3. Automating monitoring, detection & compliance
If regulated firms – banks, other financial institutions and technical service providers – are
to collaborate with unregulated firms such as application providers and SMEs, they need to
overcome the hurdles of compliance, security and fraud detection. Technology can bridge
the gap through automation. The automation of compliance (compliance as a service),
paired with automated fraud monitoring and detection, as well as e-KYC, has been growing
over the last few years. The increased use of application programming interfaces (API)
across the industry is what has made the new data interfaces possible.40 As we create more
partnerships and use common standards for authentication and authorisation (such as
OAuth and other open ID providers),41 it will be possible to create a shared network, system
and database for automated system monitoring and fraud detection. In principle, with the
support of central banks across regions, a single repository of compliant organisations
can be created. Such a trusted data repository would make it much easier for the wider
ecosystem to adopt embedded finance.
4. Design for the future – or welcome to the metaverse
The virtual world is the future. If predictions are right, this market grow by around 20 times in
next 5 years.42 All this growth will be powered by virtual currencies and a new generation of
users/traders.
Virtual currencies are digital representations of value that are used to transact online. They
are not fiat currencies, though several jurisdictions are examining use cases for central bank
digital currencies. The UAE has taken the lead in supporting crypto assets,43 paving the way
for development and innovation in this field, which is based on blockchain technology. It is
also working on a CBDC.44
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Many other countries, hopefully, will soon follow the UAE’s lead. The technology to convert
virtual currencies to fiat and vice-versa is already in place. We can store the details of
identities and transactions digitally on a blockchain, set up smart contracts and audit use.
Next steps would include connecting physical identities to virtual, linking assets in both
worlds, creating value-based equivalence (web2 web3 pipes), and enabling smooth
operation and transaction between the two worlds.
In an era in which, thanks to embedded finance, our financial lives and digital lives are
increasingly integrated, it is essential to have clear policies and processes that govern the
new wave of financial innovation. While embedded finance, like any technological advance,
offers opportunities it also brings risks that need to be mitigated. Ultimately, governance
standards and frameworks exist to ensure that end-users can trust a new technology and
benefit from its transformative impact on their lives.
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5. FIs Impact on Financial Inclusion
Key considerations – impact on financial inclusion – borderless financial services
Innovators and financial institutions are striving to improve the lives of customers in MENA.
Bringing everyone on board and empowering them with financial solutions means offering
products that really resonate with their needs and not just about addressing a narrow
business rationale. Sustainable economic growth – the ultimate goal of both stakeholders
and customers – requires a community and ecosystem in which everyone is included and
collaborates.
There have already been great strides in boosting access to banking services across the
MENA region since 2017, with the democratising of financial access through digital solutions
and increasing mobile penetration. The COVID-19 pandemic had an obvious impact as many
processes moved online. However, the maturity of new technologies, including embedded
finance, was also fundamental to the shift.
During COVID, the MENA region saw multiple banks, FinTech companies and start-ups band
together to create new digital initiatives to help customers tackle the unique challenges
posed by the pandemic. As digital became the new normal in 2021, both businesses and
customers realised there was no turning back. Now, as FinTech and digital banking services
become second nature for many consumers, organisations are looking toward the next big
technology solution to help drive customer engagement, further increasing financial access,
and creating new customer experiences.
Many of the new initiatives seen during the COVID pandemic were driven by non-bank
players entering the finance space. There was a 3.95% increase in the total assets of nonbank financial services providers during COVID.45 While that is not a big headline number,
it still reflects significant growth given the challenging times. Neobanks, non-traditional
lenders, and start-ups were able to amass market share through products and services
traditionally offered by banks because they offered a new, and often unique approach to
meeting customer needs. One promising technology in particular has been gaining steam –
embedded finance – and for good reason.
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Research and Markets project that the embedded finance revenues in MENA will grow from
around U$10,359 million in 2022 to $39,820 million by 2029, a CAGR of 27.8%.46
That will also mean strong growth for financial inclusion as more digital banking solutions
are launched and more non-traditional players enter the sector with unique propositions.
Why? It’s because what is promising about embedded finance is that it allows non-traditional
institutions without a banking license to integrate products such as accounting, microloans, and identity verification solutions into their business. For regulated products like
45
46

Non-bank sector endures impact of Covid-19, KPMG, December 2020
 frica & Middle East Embedded Finance Market & Investment Opportunities Report 2022: Market is Expected
A
to Grow by 45.3% to Reach $10,359.2 Million in 2022 - Forecast to 2029, GlobeNewswire, March 2022
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lending, they leverage the regulatory permissions of financial institutions. This collaboration
has significant benefits in terms of increasing market competition and pushing financial
institutions to offer more customer-centric digital propositions.
The increase in competition also forces players to re-assess their market strategy and
expand their reach to the underserved segments of the population as they try to maintain
or boost market share. While there is no doubt that they will also focus on revenue building,
increased financial inclusion will be part of the upside as the cost of serving the previously
unbanked or underserved populations falls and the number of services that can be offered to
them grows.
Embedded finance as the game changer for financial inclusion
Customer-centric propositions
Embedded finance essentially marries financial service providers with non-financial entities
to devise innovative solutions to customer problems, and a prime example is buy now,
pay later (BNPL). The modern form of BNPL in the 21st century was created by FinTech
companies looking to provide customers with an integrated experience for online shopping.
What truly separates BNPL from other forms of consumer lending is the instant processing
and integration element. BNPL’s huge growth can be attributed to several serendipitous
factors, online retailers looking to address 70% of online shoppers abandoning their carts,
customers looking for cheaper ways to purchase online, the rise in BNPL FinTech funding,
etc. BNPL has expanded as a service and has become a global phenomenon.
Several dedicated BNPL FinTech companies have emerged in the Middle East, offering
customers easier and lower cost ways to shop online and at point of sale. BNPL has proved
to be a strong driver of financial inclusion, allowing those with lower incomes to purchase
goods they might not otherwise be able to afford.
Streamlining innovation and scalability
In today’s highly dynamic financial ecosystem, adaptability and scalability dictate how
quickly an institution can innovate. They also impact which institutions will be relevant in
the future. The challenges for incumbent financial services firms are many. They have to
comply with changing regulatory frameworks, meet new customer expectations, and adopt
new technologies. Perhaps more importantly, they also need to compete with a new breed of
financial proposition offered by FinTech companies set up with innovation in mind.
Embedded finance can aid incumbents because it leverages APIs and open banking to
ensure seamless innovation at scale. For eCommerce providers, it means they can offer a
range of banking services without creating and managing technology or IT infrastructure
on their end. A simple integration is enough. If retailers had to seek regulatory approval
to offer financial services, and to build and design FinTech solutions, the cost and time
involved would be prohibitive. Embedded finance provides a key piece of the innovation
puzzle. Retailers can leverage their customer relationships using the superior technology
of embedded finance providers to create products and services that benefit everyone in the
ecosystem. This ultimately allows for lower operating costs and cheaper R&D, with savings
being passed on to customers.
While traditional banks are here to stay, banking services are set to be repackaged with a
focus on mobile experiences. This, in turn, is driving an increase in financial inclusion due to
widespread mobile adoption and growing mobile internet usage across the GCC and MENA.
While mobile internet coverage is generally widespread across the region, affordability of
services remain a barrier to usage, hence there is still a gap between internet coverage and
usage. However, reductions in mobile internet services costs and increasing adoption and
trust of digital technologies, including embedded finance and mobile payments, will have a
significant impact on financial inclusion.
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Figure 14: Nearly half of MENA’s population are covered by a mobile broadband
network but do not use mobile internet

Embedded compliance fostering trust among customers and partners
Though embedded finance solutions can greatly increase financial inclusion, consumers
probably will not trust them blindly. Compliance is a particularly major threat to financial
inclusion in MENA, where 93% of the people are Muslims. According to a Gallup study,47
95% of adults in the region define themselves as religiously observant. That often makes
them skeptical of using conventional banking solutions as they do not align with their
beliefs. With embedded finance, however, traditional Islamic banking institutions can use
digital solutions to automate processes, reach a wider market, and simplify the complex
documentary requirements of Shariah finance to create an easy, intuitive, and digital
interaction. All of that will be fundamental in bringing more Muslims on board.
Security is also a concern for end-users and for partners. Embedded finance partnerships
typically involve one licensed financial services firm (sponsor) providing infrastructure and
ensuring due diligence in the innovation process while the other companies offer subsidiary
services. That means skeptical customers in MENA can also be confident that wider
compliance such as embedded eKYC, makes the service safe to use.
In a digital-first world, a consumer’s favorite brand is one that seamlessly takes care of needs
such as access, affordability, and convenience, and can provide high standards of security
and privacy. All of those elements are suitably addressed through the adoption of embedded
finance during digital transformation.
Innovating for the underserved in MENA with embedded finance
Amid the rising demand for digital banking solutions on non-financial platforms, financial
institutions, FinTech companies, and merchants have significant roles to play in leveraging
embedded finance to serve customer needs.
The increased penetration of 4G and 5G internet connectivity, as well as high smartphone
adoption in the region, support a burst in innovation. It will deliver financial solutions for the
financially challenged, those in remote areas, and enable services that comply with religious
beliefs – with the ultimate goal of bringing banking to everyone in MENA.
With increased competition, innovation in products and services, and greater reach
through mobile services, more people have access to digital banking than ever before. As
this trend continues, technologies such as embedded finance will continue to bring more
people into the financial ecosystem and provide them with the tools they need to enhance
their quality of life.
47
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6. Case Study
Considering the numerous stakeholders involved in an open finance ecosystem, regulators
should launch a forum for all market participants. Such a forum would actively encourage
the involvement of, and participation in, a comprehensive regulatory framework. DIFC is
currently hosting the first Open Finance Lab (OFL) in the region, which has brought banks,
FinTech and regulators together.48
The lab aims to explore and unlock the economic and social benefits of open banking and
open finance.
DIFC has partnered with Tarabut Gateway and six banks – Abu Dhabi Islamic Bank
(ADIB), Commercial Bank of Dubai (CBD), First Abu Dhabi Bank (FAB), Commercial Bank
of Dubai (CBD), Mashreq Bank, National Bank of Ras Al-Khaimah (RAKBANK) and Zand.
The first Open Finance Week in the region, held in September 2022 at the DIFC Innovation
Hub, demonstrated some of the initial benefits of increased stakeholder collaboration. It
encouraged the OFL stakeholders, and the larger industry, to engage and to share their
expertise and respective learnings with each other.
Besides discussion forums, the six-month programme will bring stakeholders together to
examine use cases. It will conclude by showcasing its impact to government officials and
bank executives. The combination of debate between key stakeholders and practical use
cases will be a catalyst for the next wave of growth in the financial sector.
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7. Next Steps and Conclusion
The disruption triggered in the retail financial services ecosystem by embedded finance has
hugely extended the reach of large FinTech companies. The shift is so profound that, in fact,
almost any large brand can become a FinTech company.
For online brands, adding embedded finance to their product suite has helped them with
two key objectives: first, leveraging the trust and increasing the mindshare of their customer
base, and secondly boosting revenue. What jumps out is that it is the experience of
embedded finance that has been the game changer. The financial products are the same
as those offered by any financial institution. What is new is that customers seem to prefer
getting them from specific brands as part of an easy to use, overall interaction, rather than
from banking incumbents.
The increasingly rapid innovation in, and dynamism of, the financial services sector is
clearly driven by the digital revolution. Retail and commercial financial services are being
made easy to access and easier to use as a seamless part of the digital marketplace.
Embedded finance and BaaS are front and centre in this.
Embedded finance is made possible by the application programming interfaces (APIs)
over which financial data is shared. But, though that is essential, it is not sufficient to
revolutionise the sector. The BaaS players, who make it possible for almost any online firm
to become a FinTech company, are the other part of the puzzle.
Embedded finance has swiftly moved from being a disruptive technology that could, in
principle, allow any business to offer bank-like services to its customers, to delivering
tangible financial benefits to the firms that implement it. It is now the primary USP for some
businesses. Even incumbent players, traditionally slow to implement new practices, have
begun to realise that embedded finance offers a world of possibilities. It has the potential
to unlock an opportunity bigger than the current value of all the top global banks, FinTech
startups, and insurers combined.
Embedding B2B payments and other B2B financial services, including loans, is of growing
interest to FinTech companies and legacy banks. Payments and lending will continue
to be the largest embedded financial services but will be bolstered by the growth of
adjacent value-added services, including insurance, tax, and accounting. That heralds a
transformative financial moment.
The lead sectors as things stand will be retail and e-commerce platforms. That is because
they are highly digitised and have universally accepted checkout and payment options. They
have also been open to new payment options. For example, buy now, pay later (BNPL) is an
industry that has grown to meet the demands of making finance available to the customer
a check out ‘moment of truth.’
Two-sided marketplaces where convenience and speed are important to consumers, such
as take away and grocery delivery, ridesharing, and mobility, already make heavy use of
embedded finance.
What matters is that firms increasingly have to provide a zero-effort retail experience.
Consumers are in charge when another buying option is just a click away. That is why firms
have rewards programmes. Loyalty schemes encourage repeat business and harvest data
that can be used to tailor the service. In that environment, instant, easy to use finance at the
point of sale is something that will only grow. Embedded finance is here to stay because it
will drive revenues and keep the customer coming back.
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